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AUTHENTICATION METHOD USING BIOMETRIC INFORMATION 



Technical Field of the Invention 

The present invention relates to a method for authentication using biometric 
5 information, and, in particular, to a method for authentication, wherein biometric 
information is divided into a plurality of groups and stored separately; which are collected 
in an authentication device where they are reconstructed to the original biometric 
information for authentication; or which are used individually for partial authentications 
performed by a plurality of authentication devices, so that a final authentication is done 
10 based on these partial authentications. 



Background of the Invention 

As the Internet is used widely, users are allowed to access a large variety of sites to 
be provided with services they desire. However, for certain services provided on the 
15 Internet obtaining a membership is obligatory, for which procedure registration of data 
such as membership ID, password, resident's registration number (personal ID number), 
etc. are required for identification of the users. And a user undergoes an authentication 
process by inputting his membership ID, password, etc. to be provided with such services. 

Further, an authentication procedure is not only requested for use of certain online 
20 services, but also for various offline lock devices. For example, there are systems, which 
can store user information such as a password and allows only those users who have 
inputted the correct password and passed the authentication process to access the system. 

Along with the development of relevant sciences and technologies, devices 
utilizing biometric information (fingerprint information, iris information, voice pattern 
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information, etc.) of users for the purpose of user authentication have recently been 
developed to find increasing adoption, inter alia, in various lock devices. Moreover, with 
widespread use of computer and its accessories such as mouse, key board, etc., devices 
capable of inputting and/or recognizing biometric information in a computer or the above 
5 accessory devices have also been traded increasingly, and as a result, user authentication 
methods utilizing biometric information are spreading in online electronic commerce and 

home banking as well. 

However, since various user information, biometric information, authentication 
certificates required for the above-described user authentication are stored and 

10 administered in PCs, smart cards, USB keys, RF card keys, various lock devices, or in the 
server of respective electronic commerce systems, they arc liable to cause huge damages 
for the users once such storage means are stolen or the above lock devices or the above 
server is hacked by an external intruder, resulting in leakage of the user information. 

Here, in case authentication information consisting only of user ID or password, 

15 and the like has been leaked, the damage can remain relatively limited, while a leakage of 
biometric information used for an authentication process in the above lock devices or 
electronic commerce can cause a far greater damage in view of its wider scope of 
applications. In other words, in case a fingerprint information has been leaked, all lock 
devices and electronic commerce systems using that fingerprint information remain 

20 vulnerable, so that an unauthorized user utilizing such leaked fingerprint information is 
authenticated to be an authorized user. As a result, a user with extended usage of his 
biometric information may risk higher damages. 

Detailed Description of the Invention 

2 
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The present invention, conceived in view of the above problems, aims to provide a 
method for. authentication in systems utilizing various biometric information, by dividing 
biometric information into a plurality of groups and storing the same in separate storage 
means for use in authentication of a user, while preventing leakage of the biometric 
5 information and ensuring security of the system. 

According to this method, biometric information of a user to be registered is 
divided into a predetermined number of groups after it has been inputted from a biometric 
information input device, to be subsequently stored separately in a plurality of storage 
means, and then registered. 

10 An authentication process utilizing the biometric information proceeds as follows: 

Biometric information of a user as inputted through the biometric information input device 
is divided into groups in the same manner and number as at the time of registration, and 
compared with the divided biometric information stored separately in the plural storage 
means, and a user is authenticated to be an authorized user only when all of the divided 

15 biometric information inputted coincide with their corresponding divided biometric 
information stored. 

Alternatively, relevant divided biometric information stored scattered in a plurality 
of storage means can be connected to one another to be reconstructed to the original 
biometric information, upon input of the biometric information of a user from a biometric 
20 information input device, and then, the reconstructed biometric information can be 
compared with the biometric information of the user to be authenticated, to enable 
authentication of that user as an authorized user if the user's biometric information 
coincides with the reconstructed biometric information. 

The above plural storage means can be connected to an authentication device via a 
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communication network. In addition, the above biometric information input device can be 
connected by wire or wireless to an authentication device. 

Biometric information means here user information utilizing the peculiar physical 
information of a user, such as fingerprint pattern, voice pattern, iris pattern, etc. 
Division of biometric information such as a fingerprint can be performed in various 
manners, e.g. dividing a fingerprint image into several sections and then extracting the 
fingerprint minutiae of each divided image, dividing the fingerprint minutiae as extracted 
from the undivided fingerprint by characteristic features, dividing the extracted fingerprint 
information bits using a predetermined rule, etc. 

Brief Description of the Drawings 

Fig. la shows the construction of an embodiment example of the system for 
divisional storage of biometric information and for authentication, to which the present 
invention applies. 

Figs, lb and lc are flow charts for an embodiment example of the authentication 
method using biometric information in accordance with the present invention. 

Fig. 2a shows the construction of another embodiment example of the system for 
divisional storage of biometric information and for authentication, to which the present 
invention applies 

Figs. 2b and 2c are flow charts for another embodiment example of the 
authentication method using biometric information in accordance with the present 
invention. 

Fig. 2d shows the construction of an embodiment example of the database to 
which the present invention applies. 
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Description of the Preferred Embodiments 

The preferred embodiments of the present invention are described below in detail, 
making reference to the appended drawings. 
5 Fig. la, being a construction of an embodiment example of the authentication 

system using biometric information to which the present invention applies, shows a door 
lock system using biometric information. Further, Figs, lb and lc, being flow charts for an 
embodiment example of the authentication method using biometric information in 
accordance with the present invention, shows an authentication method using biometric 

10 information in the biometric authentication system in Fig. la. 

In this embodiment, the biometric information required for locking/unlocking a 
door, e.g. fingerprint information, voice information, iris information, and the like is stored 
as divided in a plurality of storage means so that either the separately stored biometric 
information is collected to be reconstructed to the original biometric information for an 

IS authentication process of a user, or an authentication is performed for each divided and 
separately stored partial biometric information, to enable locking/unlocking of the door. 

For the convenience of explanation, the process of dividing and separate storing of 
the divided biometric information is described below in the example of fingerprint 
information among divergent biometric information. For instance, a user can store his 

20 fingerprint information as divided in two storage means, i.e. in a biometric information 
administration system 60 (hereinafter, to be simplified as "lock device") and in a user 
terminal 50 (hereinafter, to be simplified as "electronic key") Such lock device and 
electronic key can have a construction similar to those disclosed e.g. in PCT/KR0 1/013 18 
or PCT/KR0 1/02 167. 

5 
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When a user inputs his fingerprint information using an electronic key to open a 
door, the fingerprint information inputted by the user is compared with the corresponding 
fingerprint information generated by combination of the divided and separately stored 
fingerprint information, to enable a determination as to whether or not to open the door. 
5 Alternatively, an authentication can be performed in respect to each divided fingerprint 
information after the fingerprint information inputted by the user has been divided in 
groups, and then, compared with the corresponding divided fingerprint information stored 
separately. 

The electronic key can be connected to the lock device via a wired or wireless 
10 network, via infrared communication such as IrDA, via radio communication such as blue 
tooth, or via wired communication such as RS-232C. Moreover, the lock device can be 
connected to a plurality of lock devices through a communication network as well. 

Next, the processes of divisional registration of a fingerprint using an electronic 
key in the above system and of locking/unlocking a door are explained below. 
15 First, a user stores his fingerprint information in an electronic key 50 or in a lock 

device 60 by inputting the same via the electronic key 50 or the lock device 60 (102). It is 
also possible that the first registration of a fingerprint is allowed only to a key 
administrator Further, it is possible that the fingerprints of a plurality of users are 
registered in one electronic key. 
20 Upon input of a user's fingerprint information into an electronic key 50, the 

electronic key 50 divides the inputted user fingerprint information into two, stores one half 
of the divided fingerprint information in the storage means of its own and transmits the 
other half to the lock device 60. The lock device 60 stores the fingerprint information thus 
received in its storage means (104). 
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On the other hand, fingerprint information can also be registered via a lock device 
60. In such a case, the lock device 60 divides the inputted fingerprint information into two, 
stores one half of the divided fingerprint information in the storage means of its own and 
transmits the other half to the electronic key 50 so that it is stored in the storage means of 
5 the electronic key 50. 

In case an electronic key is used by a plurality of users, it is preferable that user 
information such as user ID is inputted as well for identification of the user, in which case 
the user information is transmitted together with the divided fingerprint information to the 
corresponding device. 

10 If a user, who has stored his fingerprint information as divided in both the 

electronic key 50 and the lock device 60 through the above procedure, wishes to 
lock/unlock a door using the electronic key 50, he has to input his fingerprint information 
in the electronic key 50 (106). 

In case the electronic key is used by a plurality of users, an additional process of 

15 selecting one user among the registered users may be adopted for identification of the user. 

Upon input of fingerprint information of a user to be authenticated, the electronic 
key 50 compares the inputted user fingerprint information with the corresponding 
fingerprint information stored in the storage means in the electronic key 50 (108). That is, 
the divided fingerprint information stored in the electronic key 50 is compared selectively 

20 with the corresponding part of the inputted fingerprint information (the part of the 
fingerprint information identical with that stored in the electronic key). 

If any coinciding part is existent, an authentication confirm signal, the other part of 
the divided fingerprint information of the user, and the user information are transmitted to 
the lock device 60. The user information can be determined either by selecting one user 
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among the registered users, or by the user information of a user having a coinciding 
fingerprint among the plural fingerprint information stored in the storage means at the 
above step 108. 

The lock device 60 compares the transmitted fingerprint information of a user to 
5 be authenticated with the divided fingerprint information stored in the lock device 60 (110). 
If the electronic key is used by a plurality of users, the fingerprint information of a user to 
be authenticated is compared with the fingerprint information of the user corresponding to 
the user information received. 

If the comparison yields any coinciding part (of the fingerprint information), the 
10 fingerprint information (inputted) is recognized to be that of an authorized user, and the 
door is locked/unlocked (112) 

Alternatively, the inputted fingerprint information as well as the divided 
fingerprint information stored in the storage means of the electronic key 50 can be directly 
transmitted to the lock device 60 without the above comparison procedure (108) as shown 

15 in Fig. lc (158) 

Here, the lock device 60 compares the divided fingerprint information transmitted 
from the electronic key 50 after having combined the same with the divided fingerprint 
information stored in the storage means of the lock device 60, or each of the uncombined 
fingerprint information stored in the storage means of the lock device with the fingerprint 

20 information inputted by the electronic key 50 (160), and recognizes the inputted fingerprint 
information as that of an authorized user if two fingerprint information coincide, to 
subsequently effect a locking/unlocking of the door (162). 

On the other hand, in case each electronic key is determined for a certain user, it is 
preferable that the electronic key 50 transmits information on the electronic key itself 
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together with the user's fingerprint information to the lock device. 

A door in the above description comprises not only a door in a building, but also 
all lock devices including a vehicle door. In addition, the above fingerprint information can 
also be stored divided in other storage means a user chooses, not restricted to the above 
5 two means, the electronic key 50 and the lock device 60, in which case information on 
such other storage means can be administered by the lock device in a separate database. 

Fig 2a, being the construction of another embodiment example of the 
authentication system using biometric system to which the present invention applies, 
shows a system allowing to perform an authentication procedure using biometric 

10 information in provision of various online services. Figs. 2b and 2c, being flow charts for 
another embodiment example of the authentication method using biometric information in 
accordance with the present invention, show authentication processes using the biometric 
information in the authentication system (using the biometric information) illustrated in 
Fig. 2a. Further, Fig. 2d, being the construction of an embodiment example of the database 

15 to which the present invention applies, shows a construction of a database for 
administering information relating to divisional storage of the biometric information. 

As illustrated in Fig. 2a, the authentication system using biometric information as 
per the present invention is also applicable to a system for authentication procedure 
required for utilizing various services provided online, such as on the Internet. In other 

20 words, the biometric information, e.g. fingerprint information, voice information, iris 
information, etc. required for an authentication procedure for utilization of various online 
services, can be stored as divided in a plurality of storage means so that the divided 
biometric information stored in the plural storage means is combined to be used for an 
authentication procedure, or an authentication is performed separately for each of the 
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divided and separately stored biometric information, to allow an access to the service 
provided 

For the convenience of explanation, the process of dividing and separate storing of 
the divided biometric information is described below with example of fingerprint 
5 information among divergent biometric information. For instance, a user can store his 
fingerprint information divided in a plurality of different storage means of a biometric 
information administration system 20 and in a user terminal 11 for storage of the biometric 
information. Alternatively, the biometric information can be stored divided in the above 
biometric information administration system 20, in the user terminal 1 1 for storage of the 

10 biometric information in use by the user, and in an application services providing system 
30. However, the storage means for the fingerprint information is neither limited to the 
above biometric information administration system 20, nor to the user terminal 11 for 
storage of the biometric information, nor to the application services providing system 30, 
but rather, any storage means or systems (biometric information storage systems) 40 that 

15 can store the fingerprint information and allow to utilize the stored fingerprint information 
when necessary, can be used 

At the first step of divisional storing of fingerprint information, a user generates 
his fingerprint information by directly accessing a biometric information administration 
system 20 and requesting a divisional storage of the biometric information required for a 

20 user authentication, or by accessing a biometric information system 20 through joining an 
application services providing system (e.g. an electronic commerce system or an online 
finance system) 30 which provides electronic commerce services and inputting his 
fingerprint information in accordance with the instructions of the biometric information 
administration system 20. Here, the user inputs his fingerprint using a user terminal 10 that 
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allows to input a user fingerprint and to connect to a network (202), and then, the inputted 
fingerprint information is transmitted to the biometric information administration system 
20 (204). The above biometric information administration system 20 may be a portal 
authentication institution, or an authentication system in the application services providing 
5 system 30 that provides electronic commerce services or online financing services. 

The biometric information administration system 20 divides the transmitted 
fingerprint information and stores each of the divided fingerprint information in different 
storage means 30, 40 in the biometric information administration system 20 or outside 
thereof, or transmits parts of the divided fingerprint information to user terminals 1 1 for 
10 storing biometric information selected by a user (206). In other words, the biometric 
information administration system 20 divides the fingerprint information transmitted and 
stores each of the divided fingerprint information in different plural storage means, or 
transmits the same to a storage means on a network designated by the user, e.g. to a user 
terminal 11 for storing biometric information such as the user's PC, or to an application 
15 service providing system 30, to store the same there. 

Here, the biometric information administration system 20 stores information on 
the plural storage means containing the divided fingerprint information in a database 
together with the user information (208). As shown in Fig. 2d, a user code or a device code 
(MAC code, product serial number, etc) which the user has accessed is generated, and then, 
20 is stored and administered together with the fragment index of the divided fingerprint 
information (biometric information), storage means, access code for each storage means 
(IP/ID/PW, etc.), as well as other user information. 

A user accesses various application service providing systems 30 and undergoes 
an authentication procedure in a state that his fingerprint information is stored through the 
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above process dividedly in a biometric information administration system 20 which is a 
portal authentication institution, in biometric information administration system in each of 
the various application service providing system 30, in a user terminal 11 for storing 
biometric information or a biometric information administration system 20 which the user 
5 uses personally, in a biometric information storage system 40 which the user has 
designated, and the like. 

In other words, a user having accessed a desired application service providing 
system 30 using various user terminals 10 (210), inputs his fingerprint through a user 
terminal 12 for inputting biometric information, upon request by the application service 

10 providing system 30 for inputting his fingerprint, for a user authentication procedure (212). 

A computer keyboard, a mouse, etc having a fingerprint input window affixed 
thereto can be used as a user terminal 12 for inputting biometric information. Alternatively, 
various wired/wireless terminals such as PCS, PDA, electronic key and the like equipped 
with a fingerprint input window, can be used for this purpose as well. 

15 Here, the application service providing system 30 transmits the user information 

(ID, PW, etc.) together with the inputted fingerprint information to the biometric 
information administration system 20, whereupon the biometric information administration 
system searches information on the storage means in which the user's fingerprint 
information is dividedly stored, using the user information (214). 

20 After that, the biometric information administration system 20 performs an 

authentication procedure to determine whether or not a user is an authorized user, by 
connecting the fingerprint information stored dividedly in various storage means and 
comparing the same with the inputted fingerprint information (216). Here, a comparison 
can be made, by fetching the fingerprint information stored dividedly in various storage 
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means, and then, combining the same before the combined fingerprint information is 
finally compared with the inputted user fingerprint information. Alternatively, the user 
fingerprint information inputted for the purpose of user authentication can first be 
transmitted to each storage means so that a partial comparison of the inputted user 
5 fingerprint information with the divided fingerprint information of the user stored in each 
storage means is conducted by an internal system of the storage means storing the divided 
biometric information, to finally enable the biometric information administration system 
20 to perform a user authentication based on the results of the partial comparisons by the 
internal system of each storage means. In other words, the system of each storage means 

10 dividedly storing the fingerprint information receives the fingerprint information inputted 
for the purpose of user authentication and compares the part of the fingerprint stored in its 
own storage means with the corresponding part of the received fingerprint information, and 
transmits the result of the comparison to the higher system, i.e. to the biometric 
information administration system 20, whereupon, the biometric information 

15 administration system 20 determines whether to authenticate the user at the end, based on 
the results transmitted. 

Still another alternative would be, to compare each of the fingerprint information 
dividedly stored in various storage means with the fingerprint information to be 
authenticated, i.e. after having fetched each fingerprint information dividedly stored in 

20 various storage means, to make partial comparisons of each of this divided fingerprint 
information with the fingerprint information to be authenticated, in order to determine 
whether or not all the corresponding parts coincide with one another. 

Since the process of utilizing a service after the authentication (218) is the same as 
that in a conventional online service providing system, a description thereof is omitted. 
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Although division of the fingerprint information and distribution of the divided 
fingerprint information are performed by a biometric information administration system 20 
as in the above description of Fig. 2b, a user terminal 10 in personal use of a user can also 
divide the fingerprint information and transmit the divided fingerprint information to the 
5 storage means 20, 30, 40 as shown in Fig. 2c. 

When the biometric information administration system 20 or the application 
service providing system 30 requests for fingerprint information, the user inputs his 
fingerprint via a user terminal 10 such as a PC that allows to input a fingerprint (252), 
whereupon the user terminal 10 divides the inputted fingerprint (254), and stores a part of 

10 the divided fingerprint information in a user terminal for storage of the biometric 
information the user chooses 1 1 (including a storage space in the above user terminal 
itself) (256), while the remaining divided fingerprint information as well as information on 
the above storage means are transmitted to the biometric information administration 
system 20 or to the application service providing system 30 (258). 

15 Then, the biometric information administration system 20 or the application 

service providing system 30 stores the fingerprint information as transmitted, or having 
divided the same anew (260) in each storage means, while storing information on the 
storage means received from the user terminal 10 and information on the storage means in 
which each of them has stored, using a format as illustrated in Fig. 2d (262). 

20 The above procedure of dividing and distributing the fingerprint information by 

the user terminal 10 aims to prevent transmission of undivided fingerprint information of a 
user to the biometric information administration system 20 via a network. To elaborate, 
since fingerprint information of a user inputted via a user terminal 10 is divided by the 
biometric information administration system 20 after the transmission in the method of Fig. 
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2b, there arises a problem that a residue of the user fingerprint information can exist in the 
network or the fingerprint information can be hacked, while the method of Fig. 2c allows 
to enhance the security, because the fingerprint information undergoes here a dividing 
process at the user terminal 10 and then, only the divided partial fingerprint information is 
5 transmitted to the biometric information administration system 20. 

As described above, the above biometric information administration system 20 can 
be a portal fingerprint recognition system, and the above application service providing 
system 30 can be a biometric information administration system operating such a system of 
its own, or one operated in association with a biometric information administration system 
10 20 which is the above fingerprint recognition system. Since the procedure after registration 
of the fingerprint information (264 to 268) is the same as that of Fig. lb, a description 
thereof is omitted. 

Next, a detailed description of the process of dividing the biometric information 
follows below 

15 In case the biometric information is fingerprint information, it can be divided as 

follows: 

First, fingerprint information can be divided by its coordinate information, i.e. a 
fingerprint is divided into a plurality of parts taking its central point (the most curved point 
of the ridges that rise like a mountain range in a fingerprint) as the base coordinate, and 
20 then the fingerprint information of each divided area is extracted For example, a 
fingerprint can be evenly divided into four (or other number) parts taking the central point 
as the base coordinate and the fingerprint information is stored as per the parts. 

Second, fingerprint information can be divided by its minutiae. Since a fingerprint 
comprises a plurality of minutiae such as ending points (where a ridge ends after a soft 
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flow), bifurcation (where a ridge branches after a soft flow), and so on, fingerprint 
information can be divided through storing such information on ending points, bifurcations, 
etc., separately. 

Third, fingerprint information can be divided by dividing the bit information of the 
5 fingerprint information in accordance with a predetermined rule. Since fingerprint 
information can be expressed by bit and byte information (one byte equals to eight bits) 
represented in 0 or 1, such bit and byte can be divided in accordance with a certain rule, 
and then stored separately. For example, information with one byte volume consisting of 
eight bits can be divided into two parts by dividing the even numbered bits from the odd 
10 numbered, and then the divided information can be stored separately; or the information 
can be divided into four parts by grouping two successive bits together, starting from the 
first bit, and then the divided pairs of bits can be stored separately, 

Now, a description of the division of voice information follows. 
Voice information can also be divided in various manners: e g it can be divided by 
15 frames with predetermined time intervals, by characteristics of frequencies, by bit or byte 
based on a predetermined rule, by characteristics comparable to the minutiae of fingerprint 
information, etc. 

Further, iris information can also be divided by coordinate information, by 
characteristics, by bit information of the iris information, etc. like in division of the 
20 fingerprint information. Various methods for dividing biometric information are applicable 
to other biometric information in conformity with the characteristics of individual 
biometric information. 

While the present invention has been described above with reference to the 
preferred embodiments and the related drawings, the scope of the rights of the present 
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invention is not limited thereto, but rather shall be determined by the claims attached 
herein below and their equivalents, allowing various alterations, modifications, and 
adjustments, not departing the spirit and the scope of this invention, as those skilled in the 
art will understand. 



Industrial Applicability 

As described above, the present invention allows division of biometric information 
suitable for use as an authentication means into a plurality of groups and storing of the 
10 divided biometric information separately in a plurality of storage means, instead of simply 
storing such biometric information in a single specific storage means, thus, it can enhance 
the security in a service providing system, because it can effectively bar an unauthorized 
user from acquiring a full authentication, even when a part of the biometric information 
has been stolen. 
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What is claimed is: 

1 . A method for authentication using biometric information, comprising: 

a first step, wherein biometric information of a user to be registered is inputted 
from a biometric information input device, 

a second step, wherein said biometric information is divided into a predetermined 
number of groups, 

a third step, wherein said divided biometric information is stored separately in a 
plurality of storage means, 

a fourth step, wherein biometric information of a user to be authenticated is 
inputted from a biometric information input device, 

a fifth step, wherein said biometric information of said user to be authenticated 
inputted at said fourth step is divided in the same manner and same number of groups as in 
said second step, and 

a sixth step, wherein said biometric information of said user to be authenticated as 
divided at said fifth step is compared with said divided (corresponding) biometric 
information stored in said plurality of storage means, and said user to be authenticated is 
authenticated to be an authorized user, if all (of said corresponding) information coincide 

2. The authentication method using biometric information as set forth in Claim 1, 
wherein said plural storage means are scattered at different places and are connected to via 
a communication network to a biometric information input device. 

3. The authentication method using biometric information as set forth in Claim 2, 
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wherein the said sixth step comprises: 

step 6-la 3 wherein said divided biometric information of said user to be 
authenticated is received at said scattered plural places, 

step 6-2a, wherein said divided biometric information of said user to be 
5 authenticated is compared with the corresponding divided biometric information stored in 
said scattered plural places, and 

step 6-3a, wherein said user to be authenticated is authenticated to be an 
authorized user, if the comparisons at said step 6-2a yield that all corresponding 
information coincide. 

0 

4. The authentication method using biometric information as set forth in Claim 3, 
comprising an additional step of deleting said divided biometric information of said user to 
be authenticated at said scattered plural places after completion of said comparison. 

5 5. The authentication method using biometric information as set forth in Claim 2, 

wherein the said sixth step comprises: 

step 6- lb, wherein said divided biometric information stored in said scattered 
plural places is received via a communication network, 

step 6-2b, wherein said divided biometric information as received at said step 6- lb 
0 is compared with the corresponding divided biometric information of said user to be 
authenticated, and 

step 6-3b, wherein said user to be authenticated is authenticated to be an 
authorized user, if each of said divided biometric information received coincides with the 
corresponding divided biometric information of said user to be authenticated. 
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6. The authentication method using biometric information as set forth in Claim 5, 
comprising an additional step of deleting said divided biometric information received after 
completion of said comparison. 

5 

7. The authentication method using biometric information as set forth in Claim 1, 
wherein said biometric information is* fingerprint information and said division is 
performed through spatial division of a fingerprint image and extracting minutiae of each 
divided fingerprint image. 

10 

8. The authentication method using biometric information as set forth in Claim 1, 
wherein said biometric information is fingerprint information and said division is 
performed through division of the minutiae obtained from an entire fingerprint image. 

15 9 The authentication method using biometric information as set forth in Claim 1, 

wherein said biometric information is fingerprint information and said division is 
performed through division by bits of the fingerprint minutiae data extracted from a 
fingerprint. 

20 1 0. A method for authentication using biometric information, comprising: 

a first step, wherein biometric information of a user to be registered is inputted 

from a biometric information input device, 

a second step, wherein said biometric information is divided into a predetermined 

number of groups, 
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a third step, wherein said divided biometric information is stored separately in a 
plurality of storage means, 

a fourth step, wherein biometric information of a user to be authenticated is 
inputted from a biometric information input device, 

a fifth step, wherein said divided biometric information stored separately in said 
plural storage means is connected to one another and is reconstructed to the original 
biometric information, and 

a sixth step, wherein said reconstructed biometric information is compared with 
the biometric information of said user to be authenticated, and said user to be authenticated 
is authenticated to be an authorized user, if the biometric information coincides. 

1 1 . The authentication method using biometric information as set forth in Claim 10, 
wherein said plural storage means are scattered at different places and are connected to a 
biometric information input device via a communication network. 

12. The authentication method using biometric information as set forth in Claim 1, 
wherein said fifth step comprises: 

step 5-1, wherein said divided biometric information stored scattered in said plural 
storage means is transmitted to said communication network, and 

step 5-2, wherein said divided biometric information thus received is connected 
too one another and reconstructed to the original biometric information. 

13. The authentication method using biometric information as set forth in Claim 
12 comprising an additional step of deleting said divided biometric information received 
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from said plural scattered places after completion of said connection. 

14. The authentication method using biometric information as set forth in Claim 
10, wherein said biometric information is fingerprint information and said division is 
performed through spatial division of a fingerprint image and extracting minutiae of each 
divided fingerprint image. 

15. The authentication method using biometric information as set forth in Claim 
10, wherein said biometric information is fingerprint information and said division is 
performed through division of the minutiae obtained from an entire fingerprint image. 

16. An authentication method using biometric information, adopting a biometric 
information input device and an authentication device capable of performing user 
authentication based on the biometric information inputted through the biometric 
information input device, comprising: 

a first step, wherein said biometric information input device receives biometric 
information of a user to be registered and divides the same into a predetermined number of 
groups, 

a second step, wherein said biometric information input device stores a part of said 
divided biometric information and the user information identifying the respective biometric 
information, and transmits the other biometric information, said user information, and 
information on the biometric information input device itself to said authentication device, 

a third step, wherein said authentication device stores said biometric information, 
said user information, and said information on said input device, 
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a fourth step, wherein biometric information of a user to be authenticated is 
inputted from said biometric information input device, and then divided in the same 
manner and same number of groups as in said first step, 

a fifth step of confirming whether any biometric information stored in said 
biometric information input device at said second step coincides with said biometric 
information divided at said fourth step, 

a sixth step of transmitting the coinciding biometric information together with the 
user information and the device information stored to the authentication device, if it has 
been confirmed at said fifth step that any coinciding biometric information exists, 

a seventh step, wherein said authentication device searches biometric information 
corresponding to said user information and apparatus information received from said 
biometric information input device, and then transmits the same to said biometric 
information input device, 

an eighth step, wherein said biometric information input device compares said 
biometric information received with said biometric information divided at said fourth step, 
and then transmits the results of comparison to said authentication device, if any coinciding 
biometric information exists, and 

a ninth step, wherein said authentication device, upon receiving the results of said 
comparison reporting that coinciding biometric information exists, authenticates said user 
to be an authorized user. 

17. The authentication method using biometric information as set forth in Claim 
16, wherein said biometric information is fingerprint information and said division is 
performed through spatial division of a fingerprint image and extracting minutiae of each 
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divided fingerprint image. 

18. The authentication method using biometric information as set forth in Claim 
16, wherein' said biometric information is fingerprint information and said division is 

5 performed through division of the minutiae obtained from an entire fingerprint image. 

19. The authentication method using biometric information as set forth in Claim 
16, wherein said biometric information is fingerprint information and said division is 
performed through division by bits of the fingerprint minutiae data extracted from a 

10 fingerprint. 

20. The authentication method using biometric information as set forth in Claim 
16, comprising an additional step of deleting said biometric information received from said 
authentication device by said biometric information input device after said ninth step. 

15 

21. The authentication method using biometric information as set forth in any one 
of Claims 16 through 20, wherein said biometric information input device is a fingerprint 
recognition key, said authentication device is a door lock, and the door lock is unlocked 
when said user is authenticated at said ninth step to be an authorized user. 

20 

22. An authentication method using biometric information, adopting a biometric 
information input device and an authentication device capable of performing user 
authentication based on the biometric information inputted through the biometric 
information input device, comprising: 
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a first step, wherein said biometric information input device receives biometric 
information of a user to be registered and divides the same into a predetermined number of 
groups, 

a second step, wherein said biometric information input device stores a part of said 
divided biometric information and the user information identifying the respective biometric 
information, and transmits the other biometric information, said user information, and 
information on the biometric information input device itself to said authentication device, 

a third step, wherein said authentication device stores said biometric information, 
said user information, and said information on said input device, 

a fourth step, wherein information on a user to be authenticated is selected among 
user information stored in said biometric information input device, 

a fifth step, wherein said biometric information input device receives information 
on the user to be authenticated inputted and divides the same in the same manner and 
number of groups as in said first step, 

a sixth step of transmitting said user information selected at said fourth step and 
the device information to the authentication device, if it has been confirmed that said 
divided biometric information of said user to be authenticated coincides with said 
biometric information of said selected user stored in said biometric information input 
device, 

a seventh step, wherein said authentication device searches the biometric 
information corresponding to said user information and said device information received 
from said biometric information input device, and transmits the same to said biometric 
information input device, 

an eighth step, wherein said biometric information input device compares said 
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biometric information received with the biometric information divided at said fourth step, 
and transmits the results of said comparison to said authentication device, if the biometric 
information coincides, and 

a ninth step, wherein said authentication device, upon receiving the results of said 
5 comparison reporting that coinciding biometric information exists, authenticates said user 
to be an authorized user. 

23. The authentication method using biometric information as set forth in Claim 
22, wherein said biometric information is fingerprint information and said division is 

10 performed through spatial division of a fingerprint image and extracting minutiae of each 
divided fingerprint image. 

24. The authentication method using biometric information as set forth in Claim 
22, wherein said biometric information is fingerprint information and said division, is 

15 performed through division of the minutiae obtained from an entire fingerprint image. 

25. The authentication method using biometric information as set forth in Claim 
22, wherein said biometric information is fingerprint information and said division is 
performed through division by bits of the fingerprint minutiae data extracted from a 

20 fingerprint. 

26. The authentication method using biometric information as set forth in Claim 
22, comprising an additional step of deleting said biometric information received from said 
authentication device by said biometric information input device after said eighth step. 
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27. The authentication method using biometric information as set forth in any one 
of Claims 22 through 26, wherein said biometric information input device is a fingerprint 
recognition key, said authentication device is a door lock, and the door lock is unlocked 
when said user is authenticated at said ninth step to be an authorized user. 

28. An authentication method using biometric information, adopting a biometric 
information input device and an authentication device capable of performing user 
authentication based on the biometric information inputted through the biometric 
information input device, comprising: 

a first step, wherein said biometric information input device receives biometric 
information of a user to be registered and divides the same into a predetermined number of 
groups, 

a second step, wherein said biometric information input device stores a part of said 
divided biometric information and the user information identifying the respective biometric 
information, and transmits the other biometric information, said user information, and 
information on the biometric information input device itself to said authentication device, 

a third step, wherein said authentication device stores said biometric information, 
said user information, and said information on said input device, 

a fourth step, wherein information on a user to be authenticated is selected among 
user information stored in said biometric information input device, 

a fifth step, wherein said biometric information input device receives information 
on the user to be authenticated inputted and divides the same in the same manner and 
number of groups as in said first step, 
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a sixth step of transmitting said user information selected at said fourth step and 
the device information to the authentication device, if it has been confirmed that said 
divided biometric information of said user to be authenticated coincides with said 
biometric information of said selected user stored in said biometric information input 
device, 

a seventh step, wherein said authentication device searches the biometric 
information corresponding to said user information and said device information received 
from said biometric information input device, compares the corresponding biometric 
information with the received biometric information of the user to be authenticated, and 
authenticates said user to be an authorized user, if the biometric information coincides. 

29. The authentication method using biometric information as set forth in Claim 
28, wherein said biometric information is fingerprint information and said division is 
performed through spatial division of a fingerprint image and extracting minutiae of each 
divided fingerprint image. 

30. The authentication method using biometric information as set forth in Claim 
28, wherein said biometric information is fingerprint information and said division is 
performed through division of the minutiae obtained from an entire fingerprint image. 

31. The authentication method using biometric information as set forth in Claim 
28, wherein said biometric information is fingerprint information and said division is 
performed through division by bits of the fingerprint minutiae data extracted from a 
fingerprint. 
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32. The authentication method using biometric information as set forth in Claim 
28, comprising an additional step of deleting said biometric information received from said 
authentication device by said biometric information input device after said seventh step. 

5 

33. The authentication method using biometric information as set forth in any one 
of Claims 28 through 32, wherein said biometric information input device is a fingerprint 
recognition key, said authentication device is a door lock, and the door lock is unlocked 
when said user is authenticated at said seventh step to be an authorized user. 

10 

34. An authentication method using biometric information, adopting a biometric 
information input device and an authentication device capable of performing user 
authentication based on the biometric information inputted through the biometric 
information input device, comprising: 

15 a first step, wherein said biometric information input device receives biometric 

information of a user to be registered and divides the same into a predetermined number of 
groups, 

a second step, wherein said biometric information input device stores a part of said 
divided biometric information and the user information identifying the respective biometric 
20 information, and transmits the other biometric information, said user information, and 
information on the biometric information input device itself to said authentication device, 

a third step, wherein said authentication device stores said biometric information, 
said user information, and said information on said input device, 

a fourth step, wherein information on a user to be authenticated is selected among 
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user information stored in said biometric information input device, 

a fifth step, wherein said biometric information input device receives information 
on the user to be authenticated inputted and stores, 

a sixth step of transmitting said user information selected and the device 
5 information to the authentication device, 

a seventh step, wherein said authentication device searches the biometric 
information corresponding to said user information and said device information received 
from said biometric information input device, and transmits the corresponding information 
to said biometric information input device, 
10 an eighth step, wherein said biometric information input device connects said 

received biometric information to said biometric information stored at said second step, 
reconstructing the original biometric information, compares the same with said biometric 
information of said user to be authenticated, and transmits the results of said comparison to 
said authentication device, if the biometric information coincides, and 
15 a ninth step, wherein said authentication device, upon receiving the results of said 

comparison reporting that coinciding biometric information exists, authenticates said user 
to be an authorized user. 

35. The authentication method using biometric information as set forth in Claim 
20 34, wherein said biometric information is fingerprint information and said division is 

performed through spatial division of a fingerprint image and extracting minutiae of each 
divided fingerprint image. 

36. The authentication method using biometric information as set forth in Claim 
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34, wherein said biometric information is fingerprint information and said division is 
performed through division of the minutiae obtained from an entire fingerprint image. 

37. The authentication method using biometric information as set forth in Claim 
5 34, wherein said biometric information is fingerprint information and said division is 

performed through division by bits of the fingerprint minutiae data extracted from a 
fingerprint. 

38. The authentication method using biometric information as set forth in Claim 
10 34, comprising an additional step of deleting said biometric information received from said 

authentication device by said biometric information input device after said eighth step. 

39. The authentication method using biometric information as set forth in any one 
of Claims 34 through 38, wherein said biometric information input device is a fingerprint 

15 recognition key, said authentication device is a door lock, and the door lock is unlocked 
when said user is authenticated at said ninth step to be an authorized user. 

40. An authentication method using biometric information, adopting a biometric 
information input device and an authentication device capable of performing user 

20 authentication based on the biometric information inputted through the biometric 
information input device, comprising. 

a first step, wherein said biometric information input device receives biometric 
information of a user to be registered and divides the same into a predetermined number of 
groups, 
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a second step, wherein said biometric information input device stores a part of said 
divided biometric information and the user information identifying the respective biometric 
information, and transmits the other biometric information, said user information, and 
information on the biometric information input device itself to said authentication device, 
5 a third step, wherein said authentication device stores said biometric information, 

said user information, and said information on said input device, 

a fourth step, wherein information on a user to be authenticated is selected among 
user information stored in said biometric information input device, 

a fifth step, wherein said biometric information input device receives information 
10 on the user to be authenticated inputted and stores the same, 

a sixth step of transmitting said biometric information stored at said second step, 
said biometric information of said user to be authenticated, said user information selected, 
and said device information to the authentication device, and 

a seventh step, wherein said authentication device connects the biometric 
15 information corresponding to said user information received to said biometric information 
received from said biometric information input device that was stored at said second step, 
reconstructing the original biometric information, compares the same with said biometric 
information of said user to be authenticated, and authenticates said user to be an authorized 
user, if the biometric information coincides. 

20 

41. The authentication method using biometric information as set forth in Claim 
40, wherein said biometric information is fingerprint information and said division is 
performed through spatial division of a fingerprint image and extracting minutiae of each 
divided fingerprint image. 
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42. The authentication method using biometric information as set forth in Claim 
40, wherein said biometric information is fingerprint information and said division is 
performed through division of the minutiae obtained from an entire fingerprint image. 

43. The authentication method using biometric information as set forth in Claim 
40, comprising an additional step of deleting said biometric information received from said 
biometric information input device by said authentication device after said seventh step. 

44. The authentication method using biometric information as set forth in any one 
of Claims 40 through 43, wherein said biometric information input device is a fingerprint 
recognition key, said authentication device is a door lock, and the door lock is unlocked 
when said user is authenticated at said seventh step to be an authorized user. 
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[Fig. la] 
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[Fig. lb] 
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[Fig. 1c] 
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[Fig. 2a] 
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[Fig. 2b] 
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[Fig. 2c] 
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[Fig. 2d] 
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